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2 IN#REERBIEE

2.1 C#RHIKHEE

1)
Create the string to sign with the apikey, the content type (first element
of the url stem - currentconditions, forecasts, etc.), the request date in
format yyyyMMddHHmm
/// <summary>
/// Creates a single string from the parameters
/// </summary>
/// <param name="apiKey">the client public apikey</param>
/// <param name="apiContentType">the first segement of the api stem. 1i.e.
locations, currentcondtions, forecasts etc.</param>
/// <param name="requestDate">the date time of the request in the format
yyyyMMddHHmm< /param>
/// <returns></returns>
public static string StringtoSign(string apiKey, string apiContentType,

string requestDate)

{
StringBuilder builder = new StringBuilder();
builder.AppendLine(apiKey);
builder.AppendLine(apiContentType.ToLower());
builder.Append(requestDate);
return builder.ToString();

}

2)

Sign the string using the client secret:

/// <summary>

/// Creates a signed hash of the string using the secret

/// </summary>

/// <param name="secret">the private secret key</param>

/// <param name="stringToSign">the string generated from the elements of
the request</param>

/// <returns>the signed computed hash that is the access key</returns>

public static string ComputeHash(string secret, string stringToSign)

{

var encoder = new UTF8Encoding();

byte[] secretBytes = encoder.GetBytes(secret);



HMACMD5 hmacmd5 = new HMACMDS(secretBytes);

byte[] messageBytes = encoder.GetBytes(stringToSign);
byte[] hashmessagemd5 = hmacmd5.ComputeHash(messageBytes);
string finalHash = Convert.ToBase64String(hashmessagemd5);
_logger.Debug($"string to sign is: {finalHash}");

return finalHash;

3)
Url Encode the resulting string: System.Net.WebUtility.UrlEncode(finalHash)

4)

Pass these elements as url query string parameters to the api:
http://apidev.weathercn.com/currentconditions/v1/335315?apikey=EnhanceSecurityTest&reque
stDate=201609191629&accessKey=KCtELjWcq9vRLMyK49wXBg%3D&details=true

2.2 PHP RHIMCHE

<?php
set_time_limit(0);

date_default_timezone_set("UTC");
Slocationkey=$_POST['locationkey'];
Ssecret=S_POST['secret'];
Sapicontenttype=$_POST['apicontenttype'];
Sapikey=$_POST['apikey'];

Srequestdate=date("YmdHi");

Sarr=array(Sapikey,Sapicontenttype,Srequestdate);
Spublic_key=join("\r\n",Sarr);

S accessKey = base64_encode(hash_hmac('md5',Spublic_key,Ssecret, TRUE));

SURLdev="http://apidev.weathercn.com/".Sapicontenttype."/v1/".Slocationkey."?apikey=".Sapik
ey."&requestDate=".Srequestdate."&accessKey=".urlencode(SaccessKey);

echo SURLdev."<br />"."<br />";
Sstring=file_get_contents(SURLdev);
echo Sstrin
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